YBaxkaeMmblii CTy/1eHT!

C KaXapIM TOJIOM MOJIOJISKH B MHTEPHETE CTAHOBUTCS OOJIBINIE, a CTYICHTHI —
OJHM W3 CaMbIX AaKTHBHBIX IOJb30Barene Pynera. Mexnay tem, noMHUMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEHW, MHTEPHET HECET WU MpoOJIeMbl. JTa
uHbopMaIus J0KHA TOMOYb Tebe 6e30M1acHO HaXOUThCS B CETH.

Hugpopmauusa o d6e3onacnom nosedenuu
U UCNOIb306AHUU CEMU «UHMEPHE)

KoMmnbrorepHbie BUpYChI

KomnproTepHslidi BUpYC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOM SIBIISIETCS CIOCOOHOCTh K Pa3MHOKEHUIO.
Bupycsl MOTYT NOBPEIUTh WU TMOJHOCTHIO YHUUTOXHUTH Bce (alibl U JaHHBIE,
MOJIKOHTPOJIbHBIE MTOJIH30BATEINI0, OT UMEHH KOTOPOTo Obljia 3ammylieHa 3apakxeHHas
IporpamMma, a TaKKe IMOBPEIUTh WIH JaXEe YHHUUYTOXKUTH ONEPALMOHHYIO CHCTEMY
co BceMH (paitiamu B 11esioM. B GOJIBIIMHCTBE Cily4aeB paclpOCTPaHSIOTCS BUPYCHI
Yyepes UHTEPHET.

MeTozpsl 3alMThI OT BPEIOHOCHBIX IPOrpamMM:

1. Ucnonb3yit COBpEMEHHbBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. IlocrossHHO ycTaHaBnuBaid mnaTtyu (UU(POBBIE 3aIIaTKU, KOTOpPBIE
ABTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JTOPAOOTKHA MPOrpaMMbl) U JIpYyrue
OOHOBJICHUS CBOEH onepannoHHOMN cucTeMbl. CKaunBai UX TOJIBKO ¢ O(DUITUATBEHOTO
caiita pazpadbotunka OC. Ecnu cyiiecTByeT pe:KuM aBTOMaTHYECKOro OOHOBJICHUS,
BKJIFOYU €T0.

3. Pabotaii Ha cBOoeM KOMIBIOTEpE IMOJ IMpaBaMU I[OJb30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJIBUIMHCTBY BPEJOHOCHBIX MpPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE.

4. Hcnonp3yldi aHTUBHPYCHBIE IPOTPAMMHBIE IPOAYKTHl  HM3BECTHBIX
IIPOU3BOJUTEINEH, C aBTOMAaTUUYECKUM OOHOBJIEHHEM 0a3.

5. Orpanunup HpU3NUECKUN JOCTYH K KOMIBIOTEPY JIJIsl HIOCTOPOHHHUX JIULL.

6. Mcnonp3yil BHENTHUE HOCUTEIN HH(OpMaLIUY, TaKhe Kak (ielika, AUCK Ui
(aiin U3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB.

7. He oTkpbIBail KOMIbIOTEpHBIE (haiiIbl, MOJyYCHHbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailibl, KOTOphIe MpUCTIa TBOW 3HAKOMBIN. Jlyure yrounu
y HETo, OTIPABJISUI JIU OH Te0e HX.

Cetu WI-FI

Wi-Fi — 910 He BUJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH I,
Mapka. Eme B 1991 roay HuaepiaHIckas KOMIAHUS 3aperucTpupoBaja OpeH.
"WECA", uro o6o3nauasio cioBocoueranue "Wireless Fidelity", kotopsrit
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haiero BpeMeHu Jolia Apyras ad0peBuaTypa, KOTopas SBIISIETCS TaKOM
Ke TexHojiorueil. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHMe OBLIO JIaHO C
HaMEKOM Ha CTaHJapT BbiclIel 3BykoBoi TexHuku Hi-Fi, yTo B nmepeBoje o3Havaer



"BBICOKAsi TOYHOCTB .

Jla, OGecriaTHBIA MHTEPHET-IOCTYI B Kade, OTeNIX M a’dpornoprax sBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIX0OZa B UHTEPHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO
obmenocrymubie Wi-Fi cetn He ABISITOTCST 6€30TIaCHBIMH.

CogeTsl 110 0€30naCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTax Wi-Fi:

1. He nepenasaii cBoro nuunyto uHpopMaIuio yepe3 oduienocrynusie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIbHO HE BBOAUTH MApOJIH JOCTYIIA, IOTUHBI U KaKHUe-
TO HOMEpA.

2. Ucnonb3yit © OOHOBIISAM aHTUBUPYCHBIE IpOrpamMmbl U Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s OT 3aKaUYKU BUPYCa Ha TBOE YCTPOIMCTBO.

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyskiuio "O6mmii noctyn K daitinam
u npuntepam". J[aHHas (QyHKIMS 3aKpbiTa MO YMOJYAaHHUIO, OAHAKO HEKOTOpPbIE
M0JIb30BATENM AKTUBUPYIOT €€ JJIsl y100CTBa UCIIOJIb30BaHUs B paboTe win yueoe.

4. He wucnonp3yit nyOnmuusasidi WI-FI ama mepenaum JUYHBIX JTaHHBIX,
HaIIpUMeED, JUIsl BBIXO/A B COLMAIBHBIE CETH WUJIU B DJIEKTPOHHYIO MTOUTY.

5. Ucnonb3yit Tonbko 3amuiieHHoe coequnenue uepes HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOIU UMEHHO https://.

6. B moOunsHOM Tenedone otkmoun ¢yskiuio "llogkmouenne xk Wi-Fi
aBromatuuecku". He nmomyckaii aBTOMAaTH4eCKOro MOJKIIOYEHHUS YCTPOWCTBA K
cersim Wi-Fi 6e3 TBoero coriacus.

CounuajabHble CeTH

CouuanbHble CETH AKTUBHO BXOJISAT B HAIly KM3Hb, MHOTHE JIIOJI1 PabOTaIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUIHAP]] YETOBEK,
YTO SIBJIACTCSI OJHOM CEeIbMOM BCEX JKUTEJIEH IIaHeThl. MHOIue moJjib30BaTen He
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMU B COIMAJIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE€ HE 0053aTebHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI TT0 0€30MMACHOCTH B COITUATBHBIX CETSIX:

1. Orpannub cucoK apy3el. Y Te0s B APY3bsAX HE TOJKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIIOJIEH.

2. 3amuiiail cBOr YacTHYO Ku3Hb. He yka3wiBait mapomu, renedoHsl, aapeca,
JIaTy TBOETO POKJCHUS U APYTYIO JIMUHYIO0 HH(POPMALIHIO. 3II0YMBIIIICHHUKHA MOTYT
WCIIOJIB30BaTh JaKe WH(POPMAIIMIO O TOM, KaK Thl U TBOM POJUTEIHU IUIAHUPYETE
MPOBECTU KAHUKYJIBI.

3. 3amuinail CBOKW penyTaliuio - AEPKHU €€ B YUCTOTE U 3ajjaBail cede BOmpoc:
XOTed OBbl Thl, YTOOBI JPYryMe IMOJB30BATEIM BHJACIM, YTO Thl 3arpyaeiib?
[Toxymaii, mpexjie 4eM 4To-TO OMyOJIMKOBAaTh, HAITUCATh U 3arPY3UTh.

4. Ecnu Tl TOBOPUIIB C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HUCIOJB3YyU CBOE
peajgbHOe UMS U JIPYTYIO JIMYHYI0 UH(QOpPMAILMU: UMS, MECTO KHUTEIHCTBA, MECTO
y4eObl U poyee;

5. U3berait pazmenienus: ¢ororpaduit B MIHTEpHETE, /i€ THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OMPEAEIUTH TBOE MECTOIOJI0KEHHE.

6. [Ipu perucrpaliiuu B COIMAIBHON CETH HEOOXOAMMO UCIIOJIb30BATh CJI0KHbBIE
MapoJiv, COCTOSIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee .



7. Jlns counanbHON CETH, MOUTHI U IPYTUX CaiTOB HEOOXOAUMO HCII0Ib30BaTh
paszHbie maposu. Toraa ecau TeOs B3IOMAIOT, TO 37I0YMBILIICHHUKH TOTyYaT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIE JeHbIH

DJEeKTPOHHBIE JEHBIM — 3TO OUYEHb YAOOHBIA Crmoco0 MiaTexXei, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

DONEeKTPOHHBIE JEHBI'M MOSABWINCH COBCEM HEABHO U MMEHHO M3-3a 3TOTO BO
MHOTHX TOCyAapcTBax 0 CUX MOp HE MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QyHKIIMOHUPYIOT U O HUX YK€ MPOIKUCAHO B 3aKOHE, /1€ UX
pa3lensoT Ha HECKOJIbKO BUJOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huiia B Tom,
YTO AHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTH oOmepainuu 0e3
UJEHTU(PUKAIIMY TTOJIB30BaTENsl, @ B HCAHOHUMHBIX UJICHTU(PUKAIUS TOJIb30BaTENs
SBIIETCS 0053aTEILHOM.

Taxke crnemyeT pa3nuuath OdJICKTPOHHbIE (UATHBIE JEHBIU (paBHBI
rOCyJJapCTBEHHBIM BAJIOTaM) W JJICKTPOHHbIE He(UaTHBIC JEHBIH (HE pPaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcHoOBHBIE COBETHI IO 0€30MacHON PaboTe C NEKTPOHHBIMH JICHbIAMU:

1. ITpuBsiku K cueTy MOOMIIbHBIN TenedoH. DTO camblii YIOOHBIN U OBICTPBIN
Croco0 BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBs3aHHBIN TenepOH MOMOXKET, €Clu
3a0yJelb CBOM IUIATEXXHBIM Mapoib WIA 3aiiielllb Ha CalT ¢ HE3HAKOMOTIO
YCTPOMCTBA.

2. Hcnone3yil omHopa3oBble maponu. [locime mnepexoma Ha yCHIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT yrpokaTh OMACHOCTh KpPaXKH WJIM IepexBaTa
IJIATEKHOTO MAPOJIs.

3. BeiOepu cnoxusiii maponb. [lpecTynmHukam OyJeT HE MPOCTO yraaaTh
CJIOKHBIN napoib. HaexxHble mapoau — 3T0 Mapoiv, KOTOPbIE COJIEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ¢€0s1 CTPOYHBIE U MPOMKUCHBIE OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HaK M T.II
Hamnpumep, $tROng!

4. He BBO/IM CBOU JIMYHBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSICIIIb.

JJIEKTPOHHAs MOYTA

DNEeKTpOHHAsl MOYTa — 3TO TEXHOJIOTHS M MPEJOCTABISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYYCHHUIO JIEKTPOHHBIX COOOIICHUI, KOTOPhIE PaCHpEeeNsIIOTCs B
KOMIOBIOTEpHOU ceTh. OOBIYHO 3JEKTPOHHBIA TMOYTOBBIA SIIIUK BBITJISAIAT
CIIEYIOIKUM 00pa3oM: UMs_TIONIb30BaTeNsi(@uMs_AoMeHa. Taxke Kpome nepeaadn
MPOCTOTO TEKCTa, IMEETCS BO3MOKHOCTD TepeaBaTh (pailiibl.

OcCHOBHBIE COBETHI 110 6€30MaCHOM pabOTe C INEKTPOHHON MOUTOM:

1. Hamo BwIOpaTh mpaBWIBbHBIM TOYTOBBIM cepBUC. B uHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIIIE IOBEPSATH TEM,
KOTO 3HA€Ellb, U KTO NIEPBbIA B PEUTUHIE;

2. He yka3bIBaii B TMYHOM mouTe JUuHyI0 uHGopMmaluw. Hanpumep, mydiie
BbIOpaTh "My3bIKanbHbIN _panaT@" uiu "poxk2013" BmecTo "Temal3".

3. Ucnonb3yii ABYXATAMHYIO aBTOPU3ALMIO. ITO KOTAa MIOMUMO MAPOJIsi HyKHO



BBOJUTH KOJ, MpUChUIaeMblii o SMS.

4. BoiGepu cnokHbIN mapoib. s KaXXI0ro MOYTOBOTO SIIMKA JTOHKEH OBITH
CBOM HAJCKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib.

5. Ecimu ecTb BO3MOXKHOCTH HAIMCaTh CaMOMy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3TY BO3MOKHOCTb.

6. Mcnonb3yii HECKOJIBKO IOYTOBBIX SIIIUKOB. [ 1epBhIii 1)1 4aCTHOM NEpEenUuCcKU
C aJpecaramH, KOTOPBIM Tbl JOBEpSEIIb. JTO 3JIEKTPOHHBIM aJpec HE HaAo
UCIOJIB30BaTh IPU PErUCTpalliK Ha (popymax U caiTax.

7. He oTkpbiBail Qaitnbl U Apyrue BIOKEHUS B MUCbMAaX, JIaXe €ClIM OHU
IOPUIUIA OT TBOUX Jpy3eil. Jlyuiie yTouyHu y HUX, OTHPABISUIMA JIM OHU TeOe 3TU
(baibl.

8. ITocne okoH4YaHUs pabOThI HA TOYTOBOM CEPBHCE NEPE]] 3AKPHITUEM BKIAJAKU
c caiiToM He 3a0yJp HaXXaTh Ha "BeiiiTn".

Kn6epOyniimHr wiim BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmuar  —  mpecieoBaHHe — COOOIMICHHUSIMH,  COJEp KaIluMU
OCKOpOJIeHUS, arpeccuto, 3aIyTUBaHUE; XYJINTAHCTBO; COIIMAIbHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KMOESPOYIUTMHTOM:

1. He Opocaiics B 60it. JIyummmii crmoco0: MOCOBETOBAThCS Kak ceOsi BECTH U,
€CJIM HET TOro, K KOMy MOHO OOpaTUThCSA, TO BHAyaje YCIOKOUThCA. Eciau Tbl
HayHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TO TOJIbKO emie OoJibliie
Pa30ACKENIb KOH(IIHKT.

2. Ynopaisiii cBoer kubeppenyTaiuen.

3. AHOHUMHOCTB B ceTi MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJNWTaHCKUWA oOpa3 BUPTyalbHOW >ku3HU. MHTEepHeT
¢dbuKcUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJaIUTh UX Oyner KpaiiHe
3aTPYIHUTEIBHO.

5. Cobnronail CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY.

6. UWrHopupyit enuHuuHbIii HeraTuB. (OJIHOpPA30BbIE OCKOPOUTEIBHHBIC
COOOIIEHUS JTydllle UTHOpUPOBaTh. OOBIYHO arpeccus MpeKpaIlaeTcs Ha HadyaabHOU
CTaJuu.

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIbHBIX CETSIX €CTh BO3MOXKHOCTHb OJIOKUPOBKH OTHPABKH COOOIIEHUN C
ONpEeIEIEHHBIX aAPECOB.

8. Ecnu Tb1 cBuperens kubepOyuHra. TBou NEeHCTBUSA: BBICTYNUTH MPOTUB
npecieaoBaTeNsl, MOKa3aTh €My, YTO €ro JIEUCTBUSA OLIEHHBAIOTCS HETAaTHUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICHUXOJOTUYECKAs] IMOMOIIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH
CoBpeMeHHbIe cMapTOHBI U TUIAHILIETHI COAEpPKaT B ceO€ BIOJIHE B3POCIBIN
GbyHKIIMOHAT, U TEMmepb OHU MOTYT KOHKYpPUpPOBAaTh CO CTallMOHAPHBIMU
KoMmbioTepamu. OJTHAKO, CPEJCTB 3aIUThI IS MOJJOOHBIX YCTPOMUCTB MOKa OYEHb



Masio. TecTupOBaHUE U MTOUCK YSA3BUMOCTEN B HUX TPOUCXOUT HE TAK UHTEHCHUBHO,
kak s 1K, To sxe camoe kacaetrcs 1 MOOMIIbHBIX MPUIIOKESHHA.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTUYECKH TOTHAJIN HACTOJIbHbIC
aHAJIOTH, OJHAKO pacHMpeHne (yHKIMOHAIa BIJIEUYET 3a CO0O0M OOJBIITYIO
CJIO’KHOCTh M MEHBIIYIO 3aLUIIIEHHOCTb.

Jlaeko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBJICHMS, 3aKPbIBAIOIINE
KPUTUYECKHE YS3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MMaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sBisieTcst mo-HacrosimieMy OecriaTHbIM. Byllb OCTOpOXeH, Beab
Korjia Tede mpeasaratoT OecIulaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHe-
TO MJIATHBIE YCIYTH.

Hywmaii, npexie uem otnpaButb SMS, (hoTo ninm Buzeo. Thl TOUHO 3HAECUIB, T/1€
OHH OyIyT B KOHEYHOM HTOTE?

Heo6xoaumo 0OHOBIIATH ONIEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa.

Hcnonb3yit aHTUBUPYCHBIE IPOIPAMMBI JJIsI MOOMJIBHBIX TEJIEe()OHOB.

He 3arpyail npuJIO)KEHHSI OT HEM3BECTHOIO WMCTOYHMKA, BEAb OHU MOTLYT
COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE OOecTieueHueE.

[Tocne Toro kak ThI BBIMJEHIH C CaiiTa, TJIe€ BBOAWI JUYHYIO MH(POPMAIIUIO,
3aiiii B HACTPOUKHU Opay3epa u ynamu cookies.

[lepuonnuecku MpOBEPsIi, KAKUE IUIATHBIE YCIYTM aKTUBUPOBAHbBI HA TBOEM
HOMEDE.

JlaBaii cBOl HOMep MOOWIBHOrO TeneoHa TONBKO JIHOJSAM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIb.

Bluetooth nomxeH OBITH BBIKIIOYEH, KOIJAa Thl MM HE mojib3yenibes. He
3a0bIBail MHOTIa TPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAaH-UTPHI - 3TO KPACOUYHBIE, 3aXBaTHIBAOLINE PA3BIICUCHNU,
00BEAMHSIIOIINE COTHU THICAY YEJIOBEK 10 BCEMY MUpPY. IrpoKH UCCIeay 0T TaHHbIN
UM MHUp, OOLIAOTCS IPYT € APYTOM, BBIMOJIHSIOT 3a/1aHUs, CPAXKAOTCSI C MOHCTPAMHU
Y IIOJYYaroT OIBIT. 32 yJOBOJIBCTBUE OHU ILIATAT: MOKYIAOT JUCK, OIJIAYMBAIOT
aOOHEMEHT UJIU NMPUOOPETAIOT KAaKHUE-TO OMIIMH.

Bce ot cpencTBa HIyT Ha NOAACP/KAHUE U PA3BUTHE UIPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPU3ALMH, BBITYCKAIOTCSI HOBBIE
naTuu (UQpPOBbIe 3aIaTKU I TPOrPaMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogoOHBIX Urpax CTOUT ONacaThCsl HE CTOJBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3aLUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecan apyroil urpok Bezner cedsi MJI0XO0 WIM CO34aeT TeOe HENPUSATHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB.

2. Iloxany¥ics aiMUHUCTPATOPaM HUIPbI Ha IUIOXOE MOBEACHHUE HTOTO UI'POKa,
JKEJATEJIbHO IPWIOKUTh KaKHE-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB.

3. He ykasbiBail 1nunyto uH(pOpMaIHIo B Ipodaiiie Urphl.

4. YBaxaii Ipyrux y4aCcTHUKOB I10 UTPE.



5. He ycranaBnuBaii HeopuiinaabHbIe TTaTYU U MOJIBI.

6. Mcnosib3y#i CIOKHBIE U Pa3HbIE MAPOIH.

7. JJaxke BO BpEMs UIPbl HE CTOMT OTKJIIOUATh aHTUBUPYC. [loka Tl urpaemis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIVHT WK KPaKa JUYHBIX JaHHBIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETO/IHSI YK€ HUKOTO HE YAUBUIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTUINCh B
WHTEPHET, U MPOJAO0JIKAIOT 3aHUMAThCA "THOOUMBIM" JIETIOM.

Tak mnosBUiIach HOBasg yrpo3a: HHTEPHET-MOIIECHHUYECTBA WX (DUIIMHT,
IJIaBHAs 1€Jb KOTOPOIO COCTOUT B MOJY4YEHUH KOH(MUICHIIMATIBHBIX JaHHBIX
10JIb30BaTeNe — JTOruHOB U maposiel. Ha anrnmuiickom si3bike phishing uurtaercs
kak ummmHr (0T fishing - peiOHas j0BIs, password - maposnb).

OcHOBHBIE COBETHI IO 00PHOE € DUITUHTOM:

1. Cnenu 3a cBOUM akkayHTOM. Eciiu ThI I0/103peBaelilb, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBATH €€ M COOOIIUTh aJMUHHCTpaTOpam
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Ucnonw3yii 6e30omacHble BeO-CaiThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM.

3. Hcnonw3yit cioxkHbie W pa3Hble maponud. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUJIEHHUKHU TMOJy4aT AOCTYIl TOJIbKO K OJHOMY TBOEMY
IpOQUIIIO B CETH, a HE KO BCEM.

4. Eciii Te0s1 B3J10MajM, TO HEOOXOIUMO MPETYNPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBIIEHbI Y T€0S B JIPY3bsiX, O TOM, YTO T€Os B3JIOMAJIU U, BOBMOXKHO, OT
TBOETO UMEHHU OYJIET pacChlIaThCs CIlaM U CChUIKHM Ha (PUIIMHTOBLIE CANTHI.

5. YcranoBu Hagexusbiid napois (PIN) Ha MoOunbsHbIi TenedoH.

6. OTKIIIOUYM COXpaHEHHE MMapoJisd B Opaysepe.

7. He oTkpbiBail Qaitnibl U Apyrue BIOKEHUS B IMUCbMaX, JIaXe €ClId OHU
OPUILTA OT TBOUX Jpy3eil. Jlydiie yTouyHM y HUX, OTHPABIISIIM JIX OHU TeOe 3TU
(haitb.

Mudposas penyranus

[udposas pemyTaiys — TO HeTaTUBHAS WIN MO3UTUBHAS UH(OPMAIIHS B CETH
o tebe. Kommpomerupyromas undopmanus, pa3MeieHHas B UHTEPHETE, MOXKET
Cepbe3HBIM O00pa30M OTpa3suThCs Ha TBOEH peanbHON xu3Hu. "Lludposas
pemyTarus" — 3TO TBOM UMUK, KOTOPBIi (hopMupyercs u3 nHpopmanuu o Tede B
UHTEpPHETE.

TBoE MecTO KUTEIHCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHUE, 0OCOOCHHOCTH
XapakTepa 1 paccKasbl O OJM3KUX — BCE 3TO HAKAITUBAETCS B CETH.

MHorue MoJIo/ible JIOAM JIETKOMBICICHHO OTHOCATCS K IMyOJHMKAIMK JTMYHOM
uHpopmanuu B VHTepHeTe, HEe OHMMAas BO3MOXHBIX nocieacTBuil. Thl naxe He
CMOXeIllb JI0TafaThbcs 0 TOM, 4To (oTorpadusi, pa3MelieHHas 5 JeT Ha3aj, craia
MPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenienue TBoux potorpaduii u Apyrue neicTBUsS MOTYT HE
MCYE3HYTh JIaXe MOCIIE TOTO, KaK Thl KX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY



uH(pOpMaIlMIO, MONaJIa JIM OHA B MOMCKOBBIE CUCTEMbI U COXPAHWIIACH JIU OHA, a
TJIaBHOE: YTO MOJYMAlOT O Te0e OKPYXKarolIue JI0IU, KOTOpble HAaWAYT U yBUAST
310. Haiftu nHdopmannio MHOTO JIET CIYCTS CMOKET JII0OOH — Kak M3 J0OphIX
o0y KJIeHUH, TaK U C HAMEPEHHEM IPUUYUHUTH BPEJl. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pEIyTaLIH:

1. Ilogymaii, mpexie 4eM 4To-TO IMyOJMKOBaTh U NepeaBaTh y ceOs B Oiore
WU B COLIUAIIBHOU CETH.

2. B mnactpoiikax mnpoduiisi yCTaHOBHM OrpPaHUYEHHS] HA MPOCMOTP TBOETO
npoduIs U €ro COASPKUMOTro, caiesail ero ToJabKo "ist npy3eit”.

3. He pa3Memaii u He yka3piBall MHGOPMALIMIO, KOTOpPas MOXET KOro-imdo
OCKOPOJISITH MJIM OOMXKATh.

ABTOpCKOE NIPaBo

Tepmun "wHTENINEKTyanbHasi COOCTBEHHOCTH' OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAayMHAasi C HOBBIX H300PETEHH W 3HAKOB,
0003HaYaMUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHUYMBAs KHUTAMH,
dboTorpadpusiMu, KHHOPUIEMAMHU U MY3bIKAIBHBIMUA TPOU3BEICHUSMH.

ABTOpCKHE TpaBa — 3TO MpaBa Ha WHTEJUICKTYalbHYI0 COOCTBEHHOCTH Ha
IPOU3BEJICHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE TpaBa BHICTYMAIOT B
KAaueCTBE TapaHTUH TOTO, YTO HHTEIUICKTYaJbHBIN/TBOPUECKUM TPYyJ aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeJIUBblE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabpTaTax CBOEro TpyAa, MOJYYUTh WU3BECTHOCTh M mIpu3HaHue. Hukro 0Oe3
paspenieHuss aBTOpa HE  MOXET BOCHPOU3BOAMTH €r0  NPOU3BEACHHE,
pacnpocTpaHsiTh, IyOJWYHO JIEMOHCTPUPOBATH, IMPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO MCHOJHSTH, TTOKAa3bIBATH/UCIOJHATE B dQUpe WU
pasmemats B IHTEpHETE.

Hcnonb3zoBanue "muparckoro” mporpaMMHOr0 00ecredeHus MOXKET MPUBECTH
K MHOTUM PHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaMm J0 OJOKUPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJIEHA HeJlerajibHas mporpamma. He ctout Takke 3a0bIBaTh,
YTO CYHIECTBYIOT JIeTajbHbIE M OECIUIaTHBIE MTPOTPAMMBbI, KOTOPbIE MOKHO HAaWTH B
CeTH.

Hannas ungopmayus noozomoenena na ocHose Memoouueckux pexomenOayull,
noozomoenennvix Bpemennou komuccueti Coeema ®edepayuu no pazeumuio uH@GopmMayuoHHo20
obuecmea o pazmewjeHuu Ha UHGOPMAYUOHHBIX CMEHOAX, OPUYUATILHBIX UHMEPHEM-CAUmax u
opyaux UHDOPMAYUOHHLIX pecypcax o0weobpa308amenbHblX Op2aHU3ayuil. U  OpeaHos,
ocywecmeansaiowux ynpasieHue 6 cghepe obpazosanus, ungopmayuu o 6€30nacHom nogeoeHuu u
UCNONIL30BAHUU CEMU KUHMEPHEM ».



THHAMATKA
JUIA OB YYAIOIHXCSA OF HH®OPMAIIHOHHOH FE30IIACHOCTH

HEJIb341!

1. Bcem moapsig coobmmaTh CBOIO 4YacTHYIO MHGOPMAIUIO (HACTOSIIUE UM,
bamumto, TenedoH, aapec, a Takxke Gororpaduu CBOU, CBOCH CEMbU U JIpy3eid).

2. OTKpbIBaTh BIOKEHHBIE (ailijibl AJEKTPOHHOM MOYTHI, KOTJa HE 3Haellb
OTHpPABUTEJIS.

3. I'pyOuTh, npuaupaThcs, OKa3bIBaTh J1aBJICHUE — BECTU €0l HEBEXKIIUBO U
arpecCUBHO.

4. He pacrnopspkaiicst JeHbraMH TBOEH CeMbH 0€3 pa3pelieHUs CTapIIux —
BCET/la CIIpallBal POAUTEIICH.

5. He BcTpeuarics ¢ UHTEpHET-3HAKOMBIMU B PEAIBHOM )KU3HU — IIOCOBETYMCS
CO B3POCJIBIM, KOTOPOMY JOBEPSEUIb.

1. He Bce numryT npaBay. Uuraems o cebe Henpasny B MHTepHeTe — coodmu
00 3TOM CBOMM POJUTENSIM WJIU ONEKYHAM.

2. IlpurnamarT NepenuchBaThCsl, UTPpaTh, OOMEHUBATHCS - MPOBEPH, HET JIH
IIOABOXA.

3. He3akonHoe konupoBanue (aitsioB B IHTEpHETE — BOPOBCTBO.

4. Ucnionb3yil HACTPOIKK 0€30MacHOCTH M MPUBATHOCTHU, YTOOBI HE MOTEPSITH
CBOM aKKayHTbI B COLICETSIX U APYTUX MOpTajax.

MOKHO!
1. YBaxaii Ipyrux noyib30BaTeIIei.
2. ITonb3yenibess MHTEpHET-UCTOUHUKOM — JI€JIail CCHIIIKY Ha HETO.
3. OTKpbIBali TOJIBKO TE CCHUIKU, B KOTOPBIX YBEPEH.
4. OOmarscs 3a TOMOIIBIO B3POCIABIM — POAMUTENAM, ONEKyHaM H
aIMUHHCTPALIU CAUTOB.

Hannas  ungopmayus noozomoenena na ocHose Memoouueckux pexomenOayull,
noozomoenennvix Bpemennou komuccueti Coeema Dedepayuu no pazeumuio uH@GopMayuoHHo20
obuecmea o pazmewjeHuu Ha UHGOPMAYUOHHBIX CMEHOAX, OPUYUATILHBIX UHMEPHEM-CAUmax u
opyaux UHPOPMAYUOHHLIX pecypcax o00wWeobpa308amenbHblX Op2aHU3ayuil. U  OpeaHos,
ocywecmeansaiowux ynpasieHue 6 cghepe obpazosanus, ungopmayuu o 6€30nacHomM nogedeHuu u
UCNONIL30BAHUU CEMU KUHMEPHEM ».
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